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Error Message: ‘Your system does not meet security requirements’
If you are receivingthe error ‘Your System Does Not Meet Security Requirements’ after logging onto Global Protect,
you can check the cause of this by going through the following steps:

UNSW IT — Troubleshooting Guide - Windows

1. OpenGlobalProtect, and Click on the Settings button in the top right of the window, then open settings
2. Switch to the Host Profile tab, and click Resubmit Host Profile as in the screenshot below to gatherthe most
recentinformation aboutthe system:
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The host profile is information about your system that GlobalProtect can use For monitoring or
security policy enforcement.
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Resubrit Host Profile

3. Checkthe Patch Management -> Missing Patch section for any patches which show as having a Severity
GreaterThan -1 as this indicates a patch which is mandatory for connectingto Global Protect (usually there
will also be some other patches listed with severity less than -1, these can be ignored).
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The host profile is information about your system that GlobalProtect can use for monitoring or security policy enforcement.

host-info ~ [Title; HP - HIDClass - 2/1/2018 12:00:00 AM -
05 2.1.3.1
Description: HP HIDClass driver update released
-Domain n February 2013

~Host Name Product: )
‘endor: Microsoft Corporation
- Metwork Interfaces

- antivirus
- anti-spyware

@ disk-backup
+ disk-encryption
- firewall
= patch-management
é--M\C!DSﬂ&\MinDWS Update Agent
{.. Symantec Endpoint Protection Agent
i--I‘v‘hssu’\g Patch
R HP - HIDClass - 2/1/2018 12:00:00 AM - 2.1.3.1
Intel - net - 4/1/2018 12:00:00 AM - 20.50.1.1
--Conexant - MEDIA - 4/3/2018 12:00:00 AM - 8.65.259.0
~Intel(R) Corporatien - Systern - 3/7/2018 12:00:00 AM - 9.21.0.3432
~-Intel(R) Corporation - System - 3/4/2018 12:00:00 AM - 9.21.0.3432
--Intel - Met - 4/3/2018 12:00:00 AM - 12.17.10.6
Realtek Semiconducter Corp. - Extension - 8/23/2018 12:00:00 AM - 10.0.17134,1
- Intel Corporation - Bluetooth - 5/4/2018 12:00:00 AM - 20.60.0.4
--HP Development Company, L.P. - System - 11/19/2017 12:00:00 AM - 7.0.1.1
Synaptics - Mouse - 7/9/2018 12:00:00 AM - 19.0.19.68
- Feature update to Windows 10, version 1803
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4. Non-SOEWindows users should then be able to go through and download any mandatory patches
themselves. Generally, most mandatory patches will have a kb numberwhich can be googled and
downloaded from the official Microsoft Update Catalog. Alternatively, runninga check for windows updates
from Settings/Control Panel (depending on the version of Windows) will likely pick up any such patches.

a. Note:afterinstalling a missing patch, you will need torestartyour PC before attemptingto
reconnect to GlobalProtect

5. Ifa SOE Windows useris experiencingthe issue, please contact the IT Service Centre by openinga service
ticket or by calling on 02 9385 1333

Anti-Virus / Firewall issues

1. Ifinstalling missing patches has not resolved the issue, the issue may be related to the antivirus/firewall.

2. Make sure both firewall and antivirus are enabled, and if necessary update the antivirus to the latest
version/virus definitions (for Symantec Endpoint protection, this can be done by right clicking on the SEP
icon, clicking Open SEP, and clicking LiveUpdate).

a. Note: Afterrunningany updates, you may need todisconnect & reconnect to GlobalProtect, and/or

restartthe PC

Non-SOE Login issues
If you are usinga Non-SOE (Non-UNSW owned device) and you accidentally attempt to login with your standard

account and are locked out of GlobalProtect, follow the instructions below to clear the login cache:

1. Sign out of your account within GlobalProtect:
a. OpenGlobalprotect:

GlobalProtect

Connection Failed
You are not authorized to connect to
GlohalProtect Portal.

Connect

Portal adminvpr-npportal.unsw.e.. w

b. Click the Menu buttonin the top right of the window, and open Settings

GlobalPratert =]
Settings

About

Connection Failed
You are not authorized to connect to
GlobalProtect Portal.

Connect

Paortal adminvpn-npportal.unsw.e... «




c. Click Sign Out

W GlobalProtect Settings
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Account

User: Sign ot
Partals

Portal Status

adminypn-portal.it,unsw,edu, au
hostingwpn-portal.it, unsw.edu.au

Add Delete Edit

2. ClearthelnternetExplorer Login Cache:
a. Openthestart menu, andsearch forInternet Options, and openit

Best match

¥, Internet Options

Control panel

£ internet options|

b. Click Delete...(browsing history)

&Y Internet Properties ? X

General Security  Privacy Content  Connections  Programs — Advanced

Home page

/‘ To create home page tabs, bype each address on its own line.
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Use current Use default Usz new kab

Starkup
(Z) start with tabs from the last session
(®) Start with home page
Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary Files, history, cookies, saved passwords, and web
farm information,

[[] Delete browsing history on exit
Delete. .. Settings
Appearance

Colars Languages Fonts Accessibility

Cancel pely




c. Click Delete

& Delete Browsing History X

Preserve Favorites website data

Keep cookies and temparary Internet files that enable vour Favarite
websites ko retain preferences and display faster,

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing,

Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance,

History
List of websites you have visited,

[Ipownload History
List of Files you have downloaded,

[JForm data
Saved information that you have typed into forms,

[Jrasswords
Saved passwords that are automatically filed in when vou sign in
to a website you've previously visited,

[] Tracking Protection, ActiveX Filtering and Do Mot Track
A list of websites excluded from filkering, data used by Tracking

Protection to detect where sites might: automatically be sharing details
about wour visit, and exceptions to Do Mot Track requests,

About deleting browsing history: Delete

3. Sign on to GlobalProtectagain, ensuring that you provide your zid SA@ad.unsw.edu.au credentials



mailto:zid_SA@ad.unsw.edu.au

