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UAR 2022 Summary

A User Access Review (UAR) for accesses to targeted applications was conducted from March to October 2022 by Business Owners and Managers (of staff). Below is a summary of the
review outcomes. Official UAR Reports were approved by and provided to Business Owners. For full details of the UAR process, refer to the UAR intranet website.
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UAR 2022 - Survey results summary

As of the close of the UAR review phase, 35% (535 people) elected to complete the on-line survey when prompted upon submitting their UAR form.

Process Support

Communications

1. | am aware of the UAR from the following channels: (select all that apply)

Mare Details

[ @ Emails from cybersecurity-uar@... 521 \\\‘

@ Faculty/Divisional Newsletter or ... 48

@ Al Company Yammer 23
@ UARintranet page 14
@ COther 27

2. The two email communications (‘Prepare for UAR' and 'Action Required’) were clear

and | understood what was expected of me.

Mare Details iJ Insights

@ Agree 338 o
@ Somewhat agree 134 88 /0
@ csomewhat disagree 7

@ Disagree 20

Comms feedback themes:

* UAR emails were confused with phishing attempts. (As our
emails came at the same time as the phishing/fake emails).

* Download of file (with macro’s) added to the fear of the email
being fake.

* UAR Guideline not very clear or easy to read.
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4.

The UAR Review Form/process steps were easy to follow: 1-Enter your details, 2-Enter 8. | used the following support options: (Select all that apply)

a Review Outcome for each account, 3-Submit the form.
More Details

More Details

@ Intranet - Guide or FAQS 52
@ Agree 404 930/ \‘ @ UAR Drop-In Session (via Teams) 10 ‘%
Somewhat agree 95 ° @ T Cyber Security UAR mailbox (... 30 .
15

L

@ Somewhat disagree [ @ | didn't need any support 397

@ Disagree 21 @ Cther 46

6. Within the UAR Review Form, | found that the ‘Role, Description and Hostname' UAR Drop-in Support Sessions Summary

provided enough information for me to make a 'Review Decision'. 15 Sessions held in total with only 10 people attending.

More Details 'Q Insights

. Additional comments

Agree 355
: )
[ @ Somewhot sgres 120 \‘ Additional feedback themes:
: + ‘Easy and insightful.” ‘Smooth and straightforward.’
@ Somewhat disagres 3 . . . . ’
* ‘Drop-in Session gave me all the info | needed.
@ Dissgree 20 « ‘Submission required VPN — not explained in comms’.
+ ‘Security warning confusing especially in online O365.
Process feedback themes: + ‘| found it quite useful to clean up my own access via the
* Downloading xIs with macros is alarming, outdated and confusing. UAR conducted by my manager. This should be done
* Role/description could have been clearer and many had to do their regularly (maybe every 12-24 months).’
own research into what it all meant. More information for acronyms + ‘The policy/guide document was poorly written and not well
and roles and when the access was provided would have helped. targeted for the broad-based audience (heavy use of jargon

» Felt that it wasn’t their responsibility to review security access. and convoluted sentence structures).’
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