Redirect notice: Cyber Security and Acceptable Use of Information Resources

On the 18 November 2022 the Vice-Chancellor approved a Cyber Security Policy and
Acceptable Use of Information Resources Policy supported by two university-wide standards:

e Cyber Security Standard — Risk Management (UNSW login required)

e Cyber Security Standard — Data Security (UNSW login required)

The Chief Information Officer approved the supporting Cyber Security Standards on 20
December 2022. These are available on the IT website at: Cyber Security Policies and
Standards. zID login is required to access these standards.

The new standards replace IT Security Standard ITSS_01 to ITSS_21 as follows:
Current document Retired policy/standard (please remove links to these)
Cyber Security Policy IT Security Policy:

https://www.unsw.edu.au/content/dam/pdfs/governance/p
olicy/2022-01-policies/itsecuritypolicy.pdf

Acceptable Use of Information Resources Policy e Acceptable Use of UNSW Information and
Communication Technology (ICT) Resources Policy:
https://www.unsw.edu.au/content/dam/pdfs/governan
ce/policy/2022-01-policies/ictpolicy.pdf

e Acceptable Use of UNSW Information and
Communication Technology (ICT) Resources Procedure:
https://www.unsw.edu.au/content/dam/pdfs/governan
ce/policy/2022-01-policies/ictprocedure.pdf

e [TSS_19IT Security Standard — IT Acceptable Use, v1.0:

https://www.unsw.edu.au/content/dam/pdfs/governan
ce/policy/2022-01-policies/ITSS_19.pdf

Cyber Security Standard — Data Security e ITSS_01 IT Security Standard - Data Backup
e ITSS_02 IT Security Standard — Data Security
Data Handling Guidelines:
e ITSS_21 IT Security Standard - Secure Algorithm

List ("SAL")

Cyber Security Standard — Risk Management e ITSS-17 IT Security Standard - Information Security Risk
and Compliance Management, v1.0:

https://www.unsw.edu.au/content/dam/pdfs/governan
ce/policy/2022-01-policies/ITSS_17.pdf

Cyber Security Standard — Framework Exemptions This is a new standard

Cyber Security Standard — Identity and Access ITSS_05 IT Security Standard - User Access:
Management

Cyber Security Standard — Incident Management ITSS_03 IT Security Standard - Security Incident
Management
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Current document Retired policy/standard (please remove links to these)

Cyber Security Standard — Information Asset ITSS_08 IT Security Standard - IT Asset Management
Management

Cyber Security Standard — IT Hosting ITSS_12 IT Security Standard - Physical Security

Cyber Security Standard — Logging and Monitoring ITSS_06 IT Security Standard - Logging and Monitoring

Cyber Security Standard — Network Security ITSS_15 IT Security Standard - Network Security

Cyber Security Standard — Secure By Design e |TSS_07IT Security Standard - Cloud
Computing Security

ITSS_09 IT Security Standard - Change
Management

ITSS_10 IT Security Standard - IT System
Acquisition & Development

e |ITSS_11 IT Security Standard - Web
Application Security

Cyber Security Standard — Secure Continuity ITSS_16 IT Security Standard - IT Recovery

Cyber Security Standard - Threat and Vulnerability ITSS_04 IT Security Standard - Vulnerability
Management Management

Cyber Security Standard - Vendor Risk Management ITSS_20 IT Security Standard - Third Party Risk
Management

Cyber Security Standard — Data Security ITSS_01 IT Security Standard - Data Backup

ITSS_13 IT Security Standard - Bring Your Own Device
"BYOD": retired

ITSS_14 IT Security Standard - End User Protection:
retired

ITSS_18 IT Security Standard - Human Resource
Security: retired

The Cyber Policy Framework implementation will be led by the Cyber Security Resilience Program (CSRP).

Cyber Security Standards are available on the IT website at: Policies and Standards | UNSW IT | UNSW Sydney

This redirect notice will be removed by Governance on 1 April 2023.
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